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L. Biological terror
°- Public health
®. New health governance
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L. Health system resilience
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L. Biological factors
2. Management of medical resources
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L. Serious cross-border health threats
2. European Centre for Disease Prevention and Control
% Cybersecurity
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L. A risk-based and mandatory approach
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Abstract

Bioterrorism, as one of the complex and transboundary contemporary threats, can seriously affect
national security and public health by causing disease, death, public fear, and disruption of social order.
In such circumstances, the resilience of the health system, as the ability to prevent, prepare for, identify,
respond to, and recover from biological crises, gains particular importance. The main question of this
study is how artificial intelligence can play a role in strengthening the resilience of the health system
against bioterrorism threats, and what capacities and challenges the legal systems of Iran and the
European Union have in legally regulating this role. The present study, with an analytical-comparative
approach, examines the role of artificial intelligence in strengthening the resilience of the health system
against bioterrorism, as well as the legal capacities and challenges of Iran and the European Union in
regulating this role. The findings of the study indicate that artificial intelligence can significantly
enhance the response capacity of the health system through intelligent data monitoring, early warning,
rapid diagnosis, prediction of disease transmission pathways, management of medical resources,
acceleration of drug and vaccine development, and combating misinformation. However, the effective
use of this technology requires clear, accountable legal frameworks based on human oversight in order
to prevent risks such as violation of privacy, algorithmic discrimination, ambiguous liability, and
security-related misuse. The comparative analysis shows that the European Union, relying on
regulations such as data protection, artificial intelligence regulations, and cybersecurity and cross-
border crisis management mechanisms, enjoys a more coherent legal system; whereas Iranian law,
although possessing capacities in the Constitution, public health laws, passive defense, and computer
crimes legislation, still faces fragmentation of regulations, the absence of a comprehensive law on
health data protection, and the lack of a dedicated framework for artificial intelligence. The conclusion
is that achieving the lawful and effective use of artificial intelligence in combating bioterrorism requires
moving toward rights-based, risk-oriented, and forward-looking governance in the field of health.
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Bioterrorism, Artificial Intelligence, Health System Resilience, Health Law, Data Protection, European
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